


At Wanstor, we design and deliver award-
winning IT solutions, expertly aligned to the
specific needs of our clients’ businesses.

As a Managed Services Provider, we offer a range of security solutions that help keep our
customers businesses safe against an ever-evolving threat landscape.

Our solutions are designed to protect your systems, networks and people and built to align with the Cyber Essentials framework as a baseline.

At Wanstor, we view security as an integral part of a robust IT strategy.
Good security practices should be embedded into systems and processes
but also need to be aligned with your business objectives to set you up
for success - and we help you achieve just that.”

Richard Kuczma, Chief Technology Officer




Managed Security

Our Managed Security services are designed to
take the burden off your shoulders and let you

focus on your core business.

We currently offer managed services for Microsoft Defender and Cyber

Essentials. As a Microsoft Solutions Partner for Azure and Modern

Workplace, we make certain that you utilise all of the security features

available on your existing Microsoft licenses, ensuring your organisation

isn't paying for overlapping features or multiple applications, while your

overall technology spend is optimised.
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Managed Microsoft Defender

Microsoft 365 Defender is a unified pre- and
post-breach enterprise defence suite natively
coordinating detection, prevention, investigation

and response across endpoints, identities, email
and applications to provide integrated protection
against sophisticated attacks.

The suite today comprises cyber defence in four major areas:

Endpoints
Q‘ Windows, Linux, Office 365
macOS, iOS, Android

Cloud v
Identity Q CASB (Cloud Access

Security Broker)

Management for Microsoft Defender for Cloud, which is not currently
unified in the Microsoft Defender portal, is supported as part of our
Managed Azure service.

As part of our managed service, we will configure your Microsoft 365
Defender suite and provide you with recommendations, insights, and a
response service to alarms and incidents generated from the platform.



Managed Cyber Essentials

Cyber Essentials is a government
backed scheme providing simple

guidance to help you to protect your

CYBER
ESSENTIALS
PLUS

organisation against a whole range of the most common cyber attacks.

The certification is based on implementing five technical controls around:

Internet Connection: Boundary firewalls and Internet gateways

Devices & Software: Most secure settings, minimum functionality impact

Access Control: Least privilege and increased access control

Viruses & Malware: Protect yourself from viruses and malware

Continuous Patching: Ensure devices and software are kept updated

Our managed service helps you maintain all of these through the year

along with other baseline security standards that include:

Asset

Discovery

Complete visibility of
devices connected in
your network, identify
out of support devices,
software or firmware

Network Device
Management
Remediate all high-
risk or critical security
updates across both
your Firewalls and
Routers

Threat &
Vulnerability

Scans your network
and devices to assess
vulnerabilities against
CVSS and other
standards

Security monitoring

We combine our extensive knowledge of your technical estate, and industry
leading tools and external partners to deliver a comprehensive security
monitoring service.

SIEM (Security Information and Event Management)
We use Microsoft Sentinel to detect and respond to potential security

incidents in real-time.

By analysing data from applications, devices, servers, and users in real-time
SO security teams can detect and block attacks.
SOC Services (Security Operations Center)

We offer SOC services with our partner Ontinue to provide round-the-clock
monitoring, threat hunting, intelligence, automation, and engineering.



Certification

An organisation can demonstrate their
commitment to cyber security excellence with
recognised certifications to reassure employees
and customers, and win new business.

Wanstor are a certification body for IASME and are able to offer
industry-leading accreditation.

Achieving Cyber Essentials

and Cyber Essentials Plus is the

first step in showing both

customers and key stakeholders
that you take security seriously.

At Wanstor, we align your business to the
standard and achieve the accreditation.”

Vlad Birgauanu, Senior Security Architect

Cyber Essentials & Cyber Essentials Plus

Cyber Essentials is a set of basic technical controls that organisations
should have in place to protect themselves against common online security
threats.

The certification is suitable for organisations of any size, in any sector, and
enables businesses to demonstrate to customers that they are serious
about safeguarding the integrity of the data that they hold.

Wanstor's assessors are able to offer both the Cyber Essentials Assessment
as well as the Cyber Essentials Plus external audit.
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IASME Cyber Assured Level 1

The IASME Cyber Assured standard is an affordable and achievable
alternative to other international standards. It allows small and medium
enterprises in a supply chain to demonstrate their level of cyber security for
a realistic cost, and indicates that they are taking steps to properly protect
their customers’ information.

Wanstor hold Cyber Essentials, Cyber Essentials Plus and Cyber Assured
Level 1 certificates.



1ISO 27001

I L
Co m p I a n ce Securing ISO/IEC 27001 certification can be a complex, time-consuming

activity. Wanstor'’s security and compliance team apply learnings from our

The increasing complexity of data and need to own certification process to help you achieve yours. Our ISO services include:

stay competitive requires organisations to build )
certified Information Security Management
Systems, or ISMS, like ISO/IEC 27001.

Establishing the scope of your new Information Security Management
System (ISMS)

Perform gap analysis against the ISO/IEC 27001 controls

Create asset register & risk assessment

Create policies and organise ISMS including roles and responsibilities
Embed policies and procedures, implement processes

Take you through the audit

We can also help you fulfil regulatory / corporate governance obligations.

QAR

Security Awareness Training

We prlde Ou.rselves. on o “u Empower your employees to become your strongest defence against cyber
demonStratlng a hlgh level of ’Q ‘ threats. Certain cyber security certifications require your staff to undergo
\ ;»-“wi‘

integ rity in fulfi"ing our mandatory training on the latest threats, best practices, and strategies to
contractual, legal, and regulatory L O
obligations to all our customers. ‘

A lot of them now trust us to help them vDPO, vCISO

implement the rig ht Complia nce pOliCieS We give you access to top-tier Data Protection Officer (DPO) and Chief
anhd procedures, anhd avoid the serious Information Security Officer (CISO) expertise without the need for full-time
riSkS associated With non'COmpliance " hires. Our virtual DPO and virtual CISO services provide strategic guidance

f
i/

identify and mitigate potential risks. We offer security awareness training
through our partner Cybsafe.

and oversight to ensure your organisation meets regulatory requirements
and maintains a strong security posture.
Allan Winter, Senior Security Consultant;,

Certified 1SO27001 Auditor




Security Strategy Design and Implementation

Let us help craft a bespoke security strategy that aligns with your organisation’s unique needs, business objectives, existing infrastructure and budgets.
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Our Best-of-Breed Partnerships
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Wanstor are more than just a IT provider,
we are your trusted technology team

@& www.wanstor.com b < sales@wanstor.com R, 0207 592 7860

Get in touch to find out more about how we can enable your security strategy



