
Wanstor can help with all of these solutions, so please contact your account manager to talk 
through how we can support you.
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1. Ensure all end user devices such as desktops, laptops, tablets and mobiles are fully 
protected with Anti-Virus software and Firewalls if corporate systems are being accessed.

2. Secure your new and existing devices through asset management tooling that ensures 
patches are applied and known vulnerabilities are locked down.

3. Remind users to use strong passwords to provide you with better protection against 
financial fraud and identity theft.

4. Traditional password security alone does not provide enough protection for information 
that is in cloud environments, so make sure you implement multi-factor authentication 
methods that ‘double-check’ the employee is who they say they are.

5. Keep all your documents and data on the corporate network and ‘present’ what is needed 
to your users to ensure they’re not downloading anything onto their own devices.

6. Use secure VPN’s to give employees access to all the resources on your network and use 
them just as they would in the office.  The VPN allows them to create a secure connection 
from their device to your network over the internet.

7. Make sure your VPN access is tiered so that certain applications are only available to certain 
roles, giving you full control over who sees what.

8. Deploying Microsoft Remote Desktop Services offers flexibility and cost efficiency for your 
business. Users can access their desktop and applications, securely, from various types of 
devices (including non-Windows) and it can be deployed either on-premise or in the cloud.

9. Migrate your business to O365 & OneDrive and benefit from a suite of cloud-based 
productivity and collaboration applications including that latest versions of Office apps, that 
users can store and access their documents from, anytime and from any device.

10. Microsoft Teams is the powerful collaboration tool that enables your workforce to chat, 
meet, call and collaborate in one place, no matter where they are.

So, you’ve overcome the initial barriers to remote working 
and mobilised your entire workforce up to work from home 
in next-to-no-time?

Great work. It’s a fantastic demonstration of how quickly organisations can adapt when 
required, and for some it was an acceleration of strategic projects already in flight. 
However, the work is not over yet. Remote working brings about several new challenges, 
particularly in securing your network and devices. Read on for 10 hints & tips to ensure your 
workforce is mobilised in a safe, efficient and secure way.

10 Technology Tips for Secure Remote Working
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